


Summary Post – Unit 6


As the world moves into a digital era, online technologies continue to grow at a rapid pace. These include desktop and web applications as well as the adoption of cloud computing. While online technologies make our lives easier, it is becoming a challenge for cybersecurity professionals to keep up with security threats and vulnerabilities that arise (Jamil et al., 2018). 

One of the ways that cybersecurity professionals attempt to secure websites and servers is by performing regular scans and penetration testing using scanning tools. The purpose of a scanning tool is to acquire more information about a specific host or target (I.T Governance Ltd, 2021). A scanning task was performed on a website called “https://loadedwithstuff.co.uk” with basic scanning tools such as traceroute, mtr, dig, nslookup, whois, nmap and telnet to extract useful information.

Information such as hops to destination, round trip times (RTT), name servers (NS), open ports amongst others were revealed. This task proved the simplicity involved to obtain sensitive information regarding a website. A scan tool of note is nmap (Network Mapper) which determines open ports to a server (Kaur & Kaur, 2017). While nmap is often used by attackers it is also used by network administrators and security professionals to perform security audits on networks (Hoque et at., 2014).

In addition, Chan (2021) mentions that nmap could enable version detection during the scan with the “sV” option (Nmap, N.D). Version detection will try to elicit responses and gather information, a view that the writer agrees with. Callaghan (2021) highlights the usage and importance of the dig command for querying information, a view the writer appreciates. Furthermore, dig can also trace the path taken by appending the +trace option to the dig command as seen in the image attached.

In conclusion, scanning tools provide the opportunity to discover sensitive information on servers/websites which could result in potential hacking. Server and website administrators should make use of these tools and strive to ensure that their systems remain secure. 
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root@Zihaads-MacBook-Pro ~ # dig loadedwithstuff.co.uk +trace €3.8.8.3

<o> Di6 9.10.6 <o> loadedwithstuff.co.uk +trace ©8.8.8.8
global options: +cmd

39736 1IN NS e.root-servers.net.
39736 1IN NS h.root-servers.net.
39736 1IN NS 1.root-servers.net.
39736 1IN NS i.root-servers.net.
39736 1IN NS a.root-servers.net.
39736 1IN NS d.root-servers.net.
39736 1IN NS c.root-servers.net.
39736 1IN NS b.root-servers.net.
39736 1IN NS j.root-servers.net.
39736 1IN NS k.root-servers.net.
39736 1IN NS g.root-servers.net.
39736 1IN NS m.root-servers.net.
39736 1IN NS f.root-servers.net.
39736 1IN RRSIG NS & 0 518400 2021122920000 2021121619000 14748 .

LqOﬂcVOFxLFbZHJ\WhﬂSfXVBlH\uAJ?P ‘dGMRz2+BJDiYJawAbUCiIoaLveImDPXRgrzcwPDH2CeZgIwsdKpIaVH8 dfPKDPs@a
;; Received 525 bytes from 8.8.8.8#53(8.8.8.8) in 8 ms

uk. 172800 1IN NS nsa.nic.uk.
uk. 172800 1IN NS nsb.nic.uk.
uk. 172800 1IN NS nsc.nic.uk.
uk. 172800 1IN NS nsd.nic.uk.
uk. 172800 1IN NS dns1.nic.uk.
uk. 172800 1IN NS dns2.nic.uk.
uk. 172800 1IN NS dns3.nic.uk.
uk. 172800 1IN NS dns4.nic.uk.
uk. 86400 IN DS 43876 8 2 A107EDZAC1BD14D924173BC7E827A1153582072394
uk. 86400 IN RRSIG DS 8 1 86400 2021123017000 2021121716000 14748 . F

CFDCXXXESGhGCHN/NNFLUPS7L1KxHt WDD21Ah/3rspCViv+spy162ZbggE4s0inAPb84gkQS1HS2gTHbhNFRZM ceZ+NQFQ3P
; Received 889 bytes from 199.7.91.13#53(d.root-servers.net) in 7 ms

loadedwithstuff.co.uk. 172800 IN NS ns1.azhosting. com.
loadedwithstuff.co.uk. 172800 IN NS ns2.azhosting. com.
loadedwithstuff.co.uk. 172800 IN NS ns3.azhosting. com.
loadedwithstuff.co.uk. 172800 IN NS ns4.azhosting. com.

9f1kiihm8novhjk7Lrvetbqceogjigp.co.uk. 10800 IN NSEC3 1 1 0 - GIFSOBQLLBTUKBVAFRD3PUGHUIPAP4ZZ NS
g9f1kiihm8novhjk7Lrvetbqceogjidp.co.uk. 10800 IN RRSIG NSEC3 8 3 10800 20220118201430 20211214200259
EJLIpHZzt02gKot/ECnTpLAVI jDZCLNbIrLJE41KK7SKF6R+ 104=

b7lvesrgvpkoautel 1mfbasmnSfvdjq.co.uk. 10800 IN NSEC3 1 1 @ - BZMK3ROKTLS3UCG1310360GSVSSP27NC NS
b7lvesr8vpkoautel 1mfbasmnsfvdjq.co.uk. 10800 IN RRSIG NSEC3 8 3 10800 2022011612616 20211212203629
XBDBORDC+VeclUHeNZKGFKCO71GpSYPKNFYnYwdursmFAU 60k=

; Received 658 bytes from 103.49.80.1#53(dns2.nic.uk) in 203 ms

loadedwithstuff.co.uk. 14400 IN A 68.66.247.187
;; Received 66 bytes from 162.159.24.227#53(ns4.azhosting.com) in 209 ms
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